Hamamka no oezonacnocmu ¢ cemu Hnmepnem

C KaXXIbIM I'OJIOM MOJIOACKH B I/IHTepHeTC CTAaHOBHUTBHCA 60.HI>H_IG, a CTy,Z[CHTBI OJHU U3 CaMbIX aKTHBHBIX
moJib3oBaresei cern MutepHeT. Mexay TeM, IOMHMO OTPOMHOTO KOJMYECTBa BO3MOXKHOCTEH, HTEepHET
HECET U MPOoOJIeMBI. DTa MaMsATKa JOJHKHA IIOMOYb TeOe Oe30MacHO HAXOAUTHCS B CETH.

KomnboTepHble BUPYCBI
KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOTrpaMM, OTIIMYUTEIBHON OCOOEHHOCTBIO
KOTOPOM SIBJISETCSI CHOCOOHOCTh K pa3MHOXKEHMIO. B TomoHEHNe K 3TOMY, BUPYChl MOT'YT IIOBPEAUTH WIN
IIOJTHOCTBIO YHUUTOXKUTh BCe (haiyibl U JaHHbIE, MTOJKOHTPOJbHBIE MOJIB30BATENI0, OT UMEHH KOTOPOIO
Obula 3amymieHa 3apaxEéHHas MporpamMma, a TakKe MOBPEIUTh WIN Jake YHUYTOXKUTH ONEPAlMOHHYIO
cucreMy co BcemH (GaiilaMu B 1eidoM. B OosbIIMHCTBE CilydaeB paclpOCTPaHSIOTCS BUPYCHI depe3
UHTEPHET.
Memoowt 3augumot om 6pedoHOCHBIX NPOCPAMM:
e lcnonw3yil COBpEMEHHBIE OIEpAllMOHHBIE CHUCTEMBI, UMEIOLINE CEPbE3HBI YPOBEHb 3alUTBl OT
BPEIOHOCHBIX ITPOTPAMM;
e [locrossHHO ycTanaBnuBail mauTH (UM(GPOBBIE 3aIIATKH, KOTOPBIE aBTOMAaTHYECKH YCTAaHABIMBAIOTCS C
LEeJIbI0 TopaOTKU HpOTrpaMMbl) U JApyrue OOHOBIIEHUS CBOEH oInepaluoHHOM cuctembl. CkauumBail MX
TOJIbKO ¢ o¢puuuanbHoro caiita paszpaborunka OC. Ecnaum cyliecTByeT pexXuM aBTOMAaTHYECKOIO
OOHOBJICHMSI, BKIIIOUH €T0;
o Paloraii Ha cBoeM KOMIIBIOTEpE MO IPAaBaMH IOJIb30BATENS, a HE aJIMUHUCTPATOpa. DTO HE TIO3BOJIAT
OOJIBLIIMHCTBY BPEIOHOCHBIX ITPOrpaMM MHCTAJUIMPOBATHCS HA TBOEM IEPCOHAILHOM KOMIIBIOTEPE;
e lcnonb3yil aHTUBUPYCHBIE POTPaMMHbIE IPOAYKTHI U3BECTHBIX IPOU3BOAUTENEH, C aBTOMATHUECKUM
0OHOBIIEHHEM 0a3;
e Orpanunub GU3NIECKUN JOCTYN K KOMIBIOTEPY I HOCTOPOHHUX JIMIL;
e Ucnonw3yil BHelIHHWE HOCUTENW MH(OpMAaIUM, Takue Kak (ielka, IUCK Wid (aill u3 HHTEpHeTa,
TOJIBKO U3 MPO(EPEHHBIX HCTOYHUKOB;
e He otkpbiBail KOMIIBIOTEPHBIE (Pailibl, MOTYYEHHbIE U3 HEHAAEKHBIX MCTOUYHUKOB. Jlaxe Te ¢ailibl,
KOTOpBIE MpHCIIall TBOW 3HAKOMBIH. JIydllle yTouHU y Hero, OTIPaBIIsI JIU OH TeOe uX.

Cern WI-FI
Wi-Fi - 310 He BuA mepeqayn JaHHBIX, HE TEXHOJOTHs, a BCEro JHIb OpeHn, Mapka. Eme B 1991 romy
HUJepiaHjacKkas KommaHusi 3apeructpupoBana Openn «WECA», uyto 0003Hayano cIoBOCOYETaHUE
«Wireless Fidelity», KoTopblil mepeBoAUTCS KaK «OecrpoBOAHAs TOYHOCTHY. Jl0 Halero BpeMeHH JIoluIa
npyras aO0OpeBHarypa, KoTopas sBIsSIeTCS TakoW ke TexHojorueil. Jto abOpesuarypa «Wi-Fi». Takoe
Ha3BaHUe OBIJIO JaHO C HAMEKOM Ha CTaHAApT BbICIINH 3ByKoBO# TexHuku Hi-Fi, uto B mepeBose o3HavaeT
«BBICOKAsI TOYHOCTBY.
Ja, OecriaTHBI WHTEPHET-OCTYN B Kade, OTeIsIX M a’pornoprax SBISETCS OTIUYHOM BO3MOXKHOCTBIO
BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIepThl CUMTAIOT, 4To oOmenoctynueie Wi-Fi ceTn He sBISIOTCS
0€30MacHbBIMH.
Cosembl no 6ezonacnocmu pavome 6 oowedocmynuvix cemsax Wi-fi:
e He mepenaaii cBoro nuuHylo HHpopMaiuio depe3 obmenocrynabie Wi-Fi cetu. PaGoras B HuX,
KeIaTeIbHO He BBOAMTH MAPOJIH TOCTYIIA, IOTHHBI H KaKHe-TO HOMEPa;
e Hcnonw3yih u OOHOBJISIM aHTHBHPYCHBIE MPOrpaMMbl U OpaHaMayep. Tem cambIM Tbl 00€30IaCHILIb
ce0st OT 3aKa4yKH BHpYCa Ha TBOE YCTPOHCTBO;
e IIpu ucnons3zoBanun Wi-Fi otkmoun QyHkiuio «O06muil noctyn k daitnam u npuatepam». lanHas
(GyHKIWS 3aKphITa 0 YMOJYaHWIO, OJHAKO HEKOTOpHIE IMOJIb30BATENM AKTHBHPYIOT € it ymoOcTBa
UCIOJIb30BaHUs B paboTe miu y4eoe;
e He wucnonesyit nyOnuunbii WI-FI ans nmepepmaunm nuYHBIX JAaHHBIX, HampuMep JUIs BbIXOAAa B
COIIMAJIbHBIE CETH WJIM B 3JICKTPOHHYIO MOUTY;
e Hnonw3yit Toapko 3amumieHHoe coeauHenue yepe3 HTTPS, a ue HTTP, T.e. nmpu Habope BeOG-aapeca
BBO/IM UMEHHO «https://»;
e B moOunsHOM Tenedone otkmoun pyukmnuio «lloakmouenune k Wi-Fi aBromarnueckn». He momyckai
aBTOMAaTHYECKOT'0 TOJKII0UEHHs yCTporcTBa K ceTsiM Wi-Fi 0e3 TBoero cornacus.
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CouuajbHble CeTH
CoumanbHble CETH aKTUBHO BXOJAT B HAIIY H3Hb, MHOTHE JIOAM pabOTalOT U )KUBYT TaM MOCTOSIHHO, a B
Facebook yxe 3apermctpupoBaH MWLTHApA YEJIOBEK, YTO SIBJISICTCS OJHOM CEABMOM BCEX >KUTENEH
1aHeTsl. MHOTHE MMOJIb30BaTeNM HE MOHMMAKOT, YTO MH(OpMALUs, pa3MEIIeHHAs UMH B COIHAJIbHBIX
CeTsIX, MOXeT ObITh HaiiJieHa M HCIOJb30BaHa KEM YTrOJHO, B TOM uHcie He 00sA3aTeNbHO C OJlaruMu
HaMEPEHUSMH.
OcHoeHble cogembl no 0€30NACHOCIMU 8 COUUAIbHBIX CEMAX:
e Orpanunub CIMCOK Jpy3ed. Y TeOs B APY3bAX HE JOJDKHO OBITH CIy4alHBIX U HE3HAKOMBIX JIIOJICH;
e  3ammiuail cBOIO YacCTHYIO kH3Hb. He yka3biBail nmaponu, tenedoHbl, aapeca, 1aTy TBOETO POKACHUS U
APYTyI0 JTUYHYI0 HH(OpMAIHIO. 3II0YMBIIICHHUKH MOTYT HCIOJIB30BaTh Aa)Ke MH(OPMAIMIO O TOM, KaK
ThI M TBOU POAMTEIIN IIJIAHUPYETE IPOBECTH KAHUKYIIBL,
e 3ammimail CBOIO pEMyTalHIO - JICPKHU €€ B YUCTOTE W 3a/aBaii cebe BOIMPOC: XOTEN OBbI ThI, YTOOBI
Jpyrue TOoJb30BaTeNu BUJENM, YTO Thl 3arpyxkaems? I[logymali, mpexie 4yeM 4YTO-TO OMyOJIMKOBATh,
HanucaTb U 3arpy3uTh;
e Ecnu THI roBopuillb C JIFOJABMH, KOTOPBIX HE 3HACIIb, HE MCIOJb3yl CBOE pEaJbHOE UM U APYTYIO
JTMYHYI0 HHPOPMALMU: UMSI, MECTO KUTEIBCTBA, MECTO Y4eOBbl U IPOoYee;
e U36eraii pazmemienust ¢ororpaduit B MHTepHETE, Te Thl M300pakeH Ha MECTHOCTH, MO KOTOPOMi
MO>KHO OIPENIEIUTh TBOE MECTOIIOJIOKEHUE;
e Ilpu perucrpanuu B COIUANBHON CETH HEOOXOAMMO UCIOIB30BATh CIOXKHBIE MAPOJIH, COCTOSIINE U3
OykB ¥ M (p 1 ¢ KOTMIECTBOM 3HAKOB HE MEHEE &;
e Jlns couManbHOM CEeTH, MOUTHI U JPYIHUX CaTOB HEOOXOJUMO MCIONB30BAaTh pa3Hble maponu. Toraa
ecii TeOsl B3JIOMAIOT, TO 3JI0YMBILUIEHHUKH M1OJIY4aT JOCTYII TOJIBKO K OJJHOMY MECTY, @ HE BO BCE Cpasy.

JIeKTPOHHbIE TeHLI'H
DJNEeKTPOHHBIE JEHBI'W - ATO OYEHb YHOOHBIH CHoco0 IUIaTEeXei, OJHAKO CYIIECTBYIOT MOUICHHHKH,
KOTOPBIE€ XOTAT MOTYYUTh 3T JCHBTU.

ONEKTPOHHBIE JEHBIH MOSBUINCH COBCEM HENABHO U UMEHHO M3-3a ATOI'0 BO MHOTHX FOCYAapCTBaX 10 CUX
IOp HE IMPOIKCAaHO MPO HUX B 3akoHax. B Poccun xe oHM (QYHKIIMOHUPYIOT U O HUX yX€ MPONHUCAHO B
3aKOHE, Ile UX pa3leisAl0OT Ha HECKOJIBKO BUIOB - aHOHHMMHBIE U HE aHOHMMHBIC. PasHuna B TOM, 4TO
AHOHHMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTcs IpOBOAUTh onepanuu 0e3 uaeHTU(GUKaIUY [10JIb30BaTeNs, a
B HEAHOHMMHBIX MJIEHTH(UKALINHU TT0JIb30BaTENs SBISIETCS 00s13aTeIbHOM.

Taxke crnenyer pasnuyaTh 3JIEKTPOHHBIE (UATHBIE JI€HbIW (paBHBI TOCYIApPCTBEHHBIM BalllOTaM) MU
AJIEKTPOHHBIE HE(UATHBIE IEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BAJIIOTaM).

OcHognvle coeemut no 6e3onacHoil pabome ¢ 31EKMPOHHLIMU OCHBZAMU:

e IlpuBsku K cueTy MOOWIBHBIN TenedoH. DTO camblii yAOOHBIH M OBICTPBIA CIOCOO BOCCTAaHOBUTH
A0cTyn K cueTy. [IpuBsizanHbli TenedoH MOMOXKET, eCiy 3a0y/ellb CBOM IUIATeKHbIA MapoJib WU 3aiiemb
Ha CallT C HE3HAKOMOT'O YCTPOWCTBA;

e Hcnonw3yii ogHopaszoBbie nmapoiu. [locie nepexosa Ha yCUIICHHYIO aBTOpHU3aIUI0 Tebe yxxe He Oyaer
YTpOKaTh OMACHOCTh KPaXXH WJIM TiepexBaTa IJIaTeKHOTO MapoJis;

e Bribepu cnoxusiit mapoiss. IlpectynHukam OyneT He MPOCTO yrajarh CIOXKHBIN mapoib. HanexxHsie
MapoJjx - 3TO MAPOJIU, KOTOPBIE COJIEPKAT HE MeHee 8 3HAKOB M BKJIIOYAIOT B c€0sl CTPOUHbIE U MPOTHCHbBIE
OyKBBI, HU(PHI 1 HECKOJIBKO CUMBOJIOB, TaKHE KaK 3HaK Joijiapa, pyHTa, BOCKIMLIATENbHBINA 3HAK U T.II.
Hampumep, $tROng!;;

e He BBOU cBOM NMUYHBIE JaHHBIE HA caliTaX, KOTOPHIM HE JOBEPSIEIIb.

DJIeKTPOHHAS [10YTA
3JI€KTpOHHaSI mo4dyra - 9TO TCXHOJOIUA U MPEAOCTABIIAACMBIC C€HO YCIYIM IO NCPCCHUIKC W MOJTYYCHHIO
AJIEKTPOHHBIX COOOIIECHUH, KOTOPBIE PACTIPENCISIOTCS B KOMIBIOTEPHOUW ceTh. OOBIYHO AJIEKTPOHHBIN
MOYTOBBIM SIIUK BBHIMJIAIUT CICAYIOIIMM O0pa3oM: HUMs_MOJb30BATEIA(@HUMS_JOMeHa. Takke Kpome
nepeiayu MpoCTOro TEKCTa, UMEETCsl BO3MOXKHOCTD IepeiaBaTh (hailiibl.
OcHogHble cogembl no He3onacHoil pabome ¢ 371eKMPOHHON NOUYMOUL:
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e Hano BeIOpaTh mpaBWIBHBIN MOYTOBBIA cepBUC. B MHTEpHETE €CTh OTPOMHBIA BHIOOP O€CIIATHBIX
IIOYTOBBIX CEPBUCOB, OHAKO JyYIlI€ JJOBEPATH TEM, KOI'O 3HACIIb U KTO NIEPBBIN B PEUTHUHTE;

e He yka3mmBaii B nuuHOW TmOYTe JMYHYK uWHopmaruio. Hampumep, nydme BbIOpath
«MY3BIKaTbHBIN _(hanaT@» mu «pok2013» BMecTo «remal3»;

e Hcnons3yll ABYXdTallHyl0 aBTOpU3ALMIO. OTO KOrJa IIOMHMO Iapojii HYXHO BBOIUTH KOJ,
npucbUIaeMblil 1o SMS;

e Bribepu cnoxsblli maposib. JIJIsi KaXaoro IMOYTOBOTO SIIWKA JODKEH OBITh CBOM HaJIC)KHBIH,
YCTOWYMBBIN K B3JIOMY I1apOJIb;

e Ecnu ectb BO3MOXXHOCTb HAaIMCATh CAMOMY CBOM JINUHBIN BOIPOC, UCIOJIb3YH 3Ty BO3MOKHOCTB;

o Mcnons3yil HECKOJIBKO MOYTOBBIX SIIMKOB. IIepBbI Ul 4aCTHOM NEPENMCKU € aapecaTaMu, KOTOPbIM
ThI IOBEpSCIIb. ITO ANEKTPOHHBIN aipec HE HAJ0 UCIOJIB30BaTh IPU PETUCTPALlUU Ha (GopyMax U cairax;
e He ortkpeiBaii ¢aiinel U Apyrue BIOKEHHS B MHUChMaxX Jake €CIM OHU MPHUILIM OT TBOMX APY3eH.
Jlyuiie yToYHM y HUX, OTIIPABIISIIN JIU OHU TeOe 3T (ailibl;

e Ilocne oxonuanust pabOTHI Ha TOYTOBOM CEpPBUCE IEpe] 3aKPBHITHEM BKIAJKH C CaiTOM He 3a0yab
Ha)kaTb Ha «BpIiTH».

Knoep0oyaJauHur ujiy BUPTYAJILHOE H31eBATEILCTBO

KubepOymnuHr - npecienoBaHne COOOIIEHUSIMH, COAEPIKAIIMMU OCKOPOJICHHSI, arpeccHio, 3alyruBaHue;
XYJIUTaHCTBO; COIUANIbHOE OOMKOTHPOBAHHUE C MTOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoeHble cogembl no 60pbvoe c KUdGepoOyIIUHZOM:

e He Opocaiica B 00ii. Jlyummii coco6: MocoBeTOBaThCS Kak ce0s BECTU U, €CITU HET TOro, K KoMy
MOXKHO O0OpaTuThCs, TO BHa4ale YCHOKOWUThCS. EcCIM Th HauHemb OTBeYaTh OCKOPOJCHHWSIMH Ha
OCKOpOJIEHUS, TO TOJBKO e1lle O0JbIIIe Pa30XkKelb KOHDIUKT;

e VYmnpasnusil cBoell kubeppenyranuei;

e AHOHUMMHOCTH B ceTH MHHUMas. CyIIeCTBYIOT CHOCOOBI BBIICHUTh, KTO CTOMT 32 AHOHHMMHBIM
aKKayHTOM;

e He crout Bectn xynuranckuii 06pa3 BUpTyaabHOH KU3HU. IHTEpHET pUKCUpYET BCe TBOM JEHCTBUS U
COXpaHsIeT uX. Y JauTh UX OyAeT KpaliHe 3aTpyAHUTEIbHO;

e Cobmrofaii cBOM BUPTYalIbHYIO YECTh CMOJIONY;

e Urnopupyii enunnuHblii HeratuB. OHOPa30BbIe OCKOPOUTENbHBIE COOOIIEHHUS JIyUllle HTHOPUPOBATh.
OObIuHO arpeccus NpeKpaaeTcs Ha Ha4aabHOU CTa UM,

e ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COIIMAIBHBIX CETIX €CTh
BO3MOKHOCTb OJIOKHPOBKH OTIIPABKH COOOIIEHHH C ONPEIeICHHBIX aIPECOB;

e Ecnu 11 cBUzeTens kubepOynuHra. TBou AecTBUS: BBICTYIIUTH MPOTHUB MpECiIe0BaTeNs, 10Ka3aTh
€My, YTO €ro JEeHCTBUS OLIEHUBAIOTCS HETAaTUBHO, MOAJAEPKATh KEPTBY, KOTOPOH HY)KHA IICUXOJIOTHYECKAs]
MTOMOIIb, COOOIIUTH B3POCIIBIM O (PaKT€ arpeCCUBHOTO MOBEJCHUS B CETH.

MoOuibHbIH TejedoH

CoBpemeHHbIe cMapTHOHBI U IJIAHIIETHI COIepKaT B ceOe BIOJIHE B3pOCIbIH (PYHKIIMOHA, U Telepb OHU
MOTYT KOHKYpHUPOBaTh CO CTAallMOHAPHBIMHM KoMIbioTepamMu. OJIHAKO, CPEICTB 3aIUThI JJIs MOJOOHBIX
YCTPOMCTB IIOKa OYE€Hb Majo. TecTUpoBaHME U IIOMCK YSA3BUMOCTEM B HUX IIPOUCXOJHUT HE TakK
nHTeHCHUBHO, Kak 11 [1K, To ke camoe kacaercst 1 MOOMITbHBIX MpuiiokeHuid. CoBpeMeHHbIE MOOMITHHBIC
Opay3epbl y)Ke MPaKTUYECKU JOTHAJIM HACTOJIbHBIE aHAJIOIH, OJTHAKO pacliupeHue GyHKIMOHANA BICUeT 3a
co00i1 OOJIBIIIYIO CIOKHOCTh M MEHBIIYIO 3alIMIIEHHOCTh. Jlalieko He Bce MPOU3BOJUTENN BBIMYCKAIOT
OOHOBJICHUS, 3aKPBIBAIOIINE KPUTUYECKHUE YSA3BUMOCTH JUIsl CBOMX YCTPOUCTB.

Ocnoenbvie cosemul 011 6€30nACHOCIMU MOOUIbHO20 menedhona:

e Hwuuero He sBnseTcs mo-HacToseMy OecrulaTHBIM. Byns ocTopokeH, Belb Korjaa Tede mpeiaraior
OecIulaTHbIN KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKHE-TO IUIATHBIE YCIYTH;

e Jlymaii, mpexxae uem otmpaButb SMS, ¢oro unm Buzpeo. Thl TOYHO 3Haellb, Ileé OHU OyAyT B
KOHEYHOM UTOre?

e Heo0xoanMo 0OHOBIIATH ONMEPALMOHHYIO CUCTEMY TBOETO CMapT(HOHA;
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e lcnonp3yit aHTUBUPYCHBIE TPOTPAMMBI /111 MOOMIIBHBIX TE€JIE(POHOB;

e He 3arpyxail mpuI0)KeHUs OT HEM3BECTHOTO MCTOYHHKA, BEb OHU MOTYT COJEpPXKATh BPEAOHOCHOE
MpOrpaMMHOE 0OecTIeYeHUE;

e [Ilocnme Toro xak THl BBIWICHIb C CaiiTa, IZie BBOJIWI JIMYHYIO HMH(OpMAIMio, 3aliii B HACTPOHKHU
Opay3sepa u ynanu cookies;

e Ilepuoanuecku mpoBepsiii KaKKe TUIATHBIC YCIIYTH aKTUBHPOBAHBI HA TBOEM HOMEPE;

e JlaBaii cBOI1 HOMEp MOOMIIBHOTO Tene(OHa TOJIBKO JIOASIM, KOTOPBIX Thl 3HACUIb U KOMY JI0OBEpSICIIb;

e Bluetooth momkeH OBITH BBIKIIOUEH, KOT/Ia Tl UM HE IMOJIb3yelibcs. He 3a0biBail HHOTAa TIPOBEPSITH
3TO.

Online urpel

CoBpeMEHHBIE OHJIAWH-UTPHI - 3TO KPACOYHBIC, 3aXBATHIBAIOIINE PAa3BICUYCHUS, OOBCAUHSIONMINE COTHU
THICSIY YEJNOBEK MO BceMy Mupy. Mrpoku HCCIeAyroT NaHHBIM UM MHp, OOWIAIOTCA JPYr C JPYrom,
BBITIOJIHSIIOT 3aJlaHus, CPAXKAIOTCS C MOHCTPAaMU U TIOJY4YalOT OMNBIT. 3a YJOBOJILCTBHE OHHU IUIATST:
MOKYTIAI0T JICK, OILJIAYMBAIOT aboHEeMEeHT WIH proOpeTaroT KaKue-To OTILIHH.

Bce st cpeactBa uayT Ha NOJJep)KaHUME M pa3BUTHE UIPhl, a TakXke Ha caMy O€30MacHOCTB:
COBEPIICHCTBYIOTCSI CHCTEMBl aBTOPHU3AIMH, BBITYCKAIOTCS HOBBIE MarT4yu (UM(POBBIC 3aruIaTKH s
IIPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEpBEpOB. B M0100HBIX Urpax CTOUT OMACaThCsl HE CTOJIBKO CBOMX
COINEPHUKOB, CKOJIBKO KPa)kKd TBOETO MapoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AIMH OOJBITMHCTBA
Urp.

OcHnoeHbie coeempl no 6€30nACHOCIMU ME0E20 UZPOBO20 AKKAYHMA:

e Eciu apyroii urpok Bezper ceOs IJIOX0 WM cO3JaeT TeOe HEMPUATHOCTH, 3a0JIOKUPYH ero B CIHCKE
HUT'POKOB;

o Iloxanyiics agMUHMCTpAaTOpaM UIPhI Ha IJIOXO€ MOBEAEHHE ITOIO UIPOKA, JKENATEIbHO MPUIIOKHUTD
KaKHe-TO JI0KA3aTEeNbCTBA B BUJIE CKPUHOB;

o He yka3bIBail muunyto nHpopmaluio B mpodaiise urpsr;

e  VYBaxall Ipyrux y4aCTHUKOB II0 UTPE;

e He ycranapnuBaii HeouLManbHble TATYU U MOJIBL;

o Hcrnons3yil ClIOKHBIE U pa3HbIC TAPOJIH;

e Jlaxxe BO BpeMs HUIPbl HE CTOUT OTKIIIOYATh aHTUBUpPYC. [IoKa TeI Urpaemnib, TBOM KOMIIBIOTEP MOTYT
3apa3uTh.

@OUIIMHI WK KPaXKa JUUYHBLIX JAHHbIX

OObIuHON Kpakel JeHer M TOKyMEHTOB CETrO/IHs Y)K€ HUKOro He yAuBHUfIIb, HO ¢ pa3BUTHEM HMHTEPHET-
TEXHOJIOTUI 3JTIOYMBILIUICHHUKH MEPEMECTUINCh B MHTEPHET, U MPOAOJIKAIOT 3aHUMATHCS (WTIOOMMBIMY
nenoM. Tak mosiBUIach HOBasl yrpo3a: MHTEPHET-MOLICHHUYECTBA WM (DUIIHMHT, TJaBHAs 11€db KOTOPOTO
COCTOMT B MOJTYYEHUU KOH(UIECHIINAIBHBIX JaHHBIX MOJIb30BaTeNe - TOrnHOB U naposeil. Ha anrnuiickom
a3bike phishing untaercs kak gummHr (ot fishing - peiOHas 1081, password - mapoJb).

OcHognvle cosemut no 60opvoe ¢ huwiunzom:

e Crnemu 3a cBouM akkayHToM. Eciu Thl mojmo3peBaellb, 4YTO TBOS aHKeTa ObUIa B3JIOMaHa, TO
HE00XO0MMO 3a0JIOKMPOBATH €€ U COOOIINTH aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKopee;

e Hcnonw3yii 6e30macHble Be0-CalThl, B TOM YHCIIE, UHTEPHET-Mara3uHoOB 1 MOUCKOBBIX CUCTEM;

e Hcrmonp3yii cinokHbIe U pa3HbIe Mapoynd. TakuM 00pa3om, eciii Te0s B3IIOMAIOT, TO 3JI0YMBIIIJICHHUKH
MOJTy4aT AOCTYH TOJIBKO K OJJHOMY TBOEMY MPO(UITIO B CETH, @ HE KO BCEM;

e Ecnu 1e0s B31oManu, To HEOOXOIUMO MPEAYINPENNUTh BCEX CBOUX 3HAKOMBIX, KOTOPbHIE 100aBIIEHBI Y
TeOs B IPY3bsAX, O TOM, YTO TeOsl B3JIOMaJIH U, BO3MOXHO, OT TBOEIO MMEHHU OY/ET pacchlIaThCs CHaM U
CCBUIKM Ha (DUIIIMHTOBBIE CANUTHI;

e YcranoBu HagexHbIi napois (PIN) Ha MoOMIbHEIHN TenedoH;

e Ortxiroun coxpaHeHue naposs B Opaysepe;
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e He otkpeiBaii (aitnbl U Apyrue BIOKEHUS B MUCHbMax M€ €CIM OHU MPHILIA OT TBOUX JpYy3eH.
Jlydie yTOYHM y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (haiiibr;

IIndporas penyranus

HudpoBas pemyramusi - 95TO HeraTMBHas WM [O3WTHUBHAs uHopMaluss B ceTu o Tebe.
Kommpomerupyromias nHGpopMaIus pa3MeieHHas B UHTEPHETE MOXKET CEPhE3HBIM 00pa30M OTPa3UThCS Ha
TBOeH peanmbHOW >km3HU. «l{udpoBas pemyranms» - 3TO TBOH HMMHDK, KOTOpBIH (opMmupyercs us
uHpopmanuu o Tebe B WHTEpHETE. TBOE MECTO JKUTEIBCTBA, y4eObl, TBOE (MHAHCOBOE IMOJIOKEHUE,
OCOOCHHOCTH  XapakTepa M pacckazpl O OJM3KMX - BCE OTO HaKaluluBaeTcs B  CETH.

MHorue noJapoCTKU JIETKOMBICIEHHO OTHOCSTCS K MyOnuKauuu JduyHoi mHbopManuu B MHTepHeTe, He
MOHMMAasi BO3MOXKHBIX MOCHEACTBHMA. THl Jake HE CMOXENIb AO0ragarbcs O TOM, 4TO ¢ororpadus,
pasMenieHHas 5  JeT  Haszad, craja OpUYMHOM  OTKa3a  MNpUHATH Tebs Ha  paboty.

KommenTapuu, pazmernienue TBoux Qororpaduil U Apyrue AeHCTBHS MOTYT HE MCUE3HYTh Ja)Ke Iociie
TOT0, KaK Thl MX yAalullb. Thl HE 3HACIIb, KTO COXPaHWI 3Ty UH(OpMaIMIO, IIOTaja JIU OHA B NIOMCKOBBIE
CHCTEMBbl U COXpPaHMJIACh JIM OHA, a IJIABHOE: YTO MOJYMAIOT O TeOe OKpPY’Karollee JIF0I1, KOTOpble HalIyT
U yBHIAT 3T0. HaliT MHPOPMAIIIO MHOTO JIET CITYCTSI CMOKET JIFO00H - KaK U3 JOOPHIX MOOYXICHUH, TaK
U C HAMEpEHHEM IPUYMHUTE BPel. DTO MOXKET ObITh KTO YTOJHO.

OcHnoenbie cosemul no 3aujume yu@dpoeoi penymayuu:

o [lomymaii, mpexxae yeM YTO-TO MyOJUKOBATh U MepeiaBaTh y ce0sl B 6J1ore WK B COLMAIbHON CETH;

e B macrpoiikax npouist ycTaHOBH OrpaHHMYEHUS] HA IPOCMOTP TBOETO MPOGMIIS U €r0 COAECPKUMOTO,
CZIeTIail €ro TOJIBKO IS APY3€il»;

e He pa3mMeniaii u He yka3biBail HHPOPMAIIHIO, KOTOPAst MOKET KOTO-JIM00 OCKOPOJISITh HITH OOMKATh.

ABTOpPCKO€E IPaBO

CoBpeMeHHbIE IIKOJIBHUKN- aKTUBHBIE MOJIb30BaTeNM LHUdpoBoro npocrpancTBa. OHAKO JaleKko HE Bce
3HAIOT, YTO I0JIb30BAHME MHOTMMH BO3MOXHOCTSMHU LHM(PPOBOro Mupa TpeOyeT coOIIofeHHs IpaB Ha
MHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMuH «MHTEIEKTyadbHasE COOCTBEHHOCThY» OTHOCHTCS K Pa3IMYHBIM TBOPEHHSIM UYEIOBEYECKOTO yMa,
Ha4YMHAasl ¢ HOBBIX M300pPETEHMI M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh HAa MPOAYKTHI U YCIYTH , U
3aKaH4yMBas KHUTaMu, ¢ororpagusMy, KUHOQWIBMAMM UM  MY3BIKQJIbHBIMM  IPOU3BEICHUSIMH.

ABTOpCKME TpaBa - 3TO IpaBa Ha MHTEIJIEKTYaJbHYI0 COOCTBEHHOCTh Ha TPOU3BEJNCHMS HAyKH,
JUTepaTypl M HMCKycCTBAa. ABTOpCKHME TIpaBa BBICTYNAlOT B KayecTBe TapaHTHUM TOro, YTO
WHTEJUICKTYaJIbHBII/TBOPUECKUN TPyl aBTopa He OyAeT HampacHbIM, JacT €My CIpaBeIuBbIC
BO3MOXXHOCTH 3apaboTaTh Ha pe3yibTaTax CBOETO TPyaa, MOJIYYUTh U3BECTHOCTh U NMpu3HaHue. Hukro 0e3
paspelieHnss aBTOpa HE MOXKET BOCHPOHM3BOJIUTH €ro IMPOU3BENEHHE, PaCHpOCTPaHATh, MYOINYHO
JE€MOHCTPUpPOBaTh, MpoJaBaTb, HWMIOPTUPOBATh, IyCKaTh B MpOKaT, NyOJIUYHO HUCHOJHSATH,
MOKa3bIBATh/UCTIONHATh B adupe NI pa3Mernarb B WHrepnere.

Vcnonb30BaHue «IUPATCKOTO» MPOrPAMMHOI0 OOECTEeYEeHUsT MOXET MPHUBECTH K MHOTUM pHUCKaM: OT
MOTepU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKUPOBKM TBOETO YCTpPOICTBa, Iie YCTaHOBJIEHHBIH He
jeranpHas mnporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYET JeTallbHble M OecIUIaTHBIE
IIPOrpaMMBbl, KOTOPbIE MOYKHO HAlTH B CETH.
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